
© 2024 MITRE Engenuity, LLC. Approved for Public Release. Document number CT0126

Threat Modeling 
With ATT&CK 

BSides Connecticut 
Sept 21, 2024



© 2024 MITRE Engenuity, LLC. Approved for Public Release. Document number CT0126

Your Gracious Hosts

Tyler Schechter
Project Leader

Ben Ballard
Technical Leader



© 2024 MITRE Engenuity, LLC. Approved for Public Release. Document number CT0126

• This is the first ever process to bridge 
the gap between industry-standard 
threat modeling methodologies and 
ATT&CK

• Organizations of any size or maturity 
level can use this step-by-step process 
to model threats to their own assets 
using their existing tools and cyber 
threat intelligence (CTI) data.

How to go from Threat Model to Supermodel
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• Intro to Threat Modeling: What is threat modeling? 

• Intro to ATT&CK 

• Intro to Threat Modeling with ATT&CK 

• Introduction to AMPS 

• Deep dive into each threat modeling step with practical hands-on experience in group and 
classroom setting 

• Question 1 – What am I working on? 

• Question 2 – What could go wrong? 

• Question 3 – What am I going to do about it? 

• Question 4 – Did I do a good job? 

Total Expected Workshop Duration: 4 Hours (including bathroom breaks)

Workshop Agenda
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• How to identify critical components in a system

• How to use Attack Trees

• How to identify threats to a system using ATT&CK 

• How to mitigate threats to a system using ATT&CK 

What you’ll take away from today
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A Brief Overview 
of Threat Modeling
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WHAT:

A Process with Multiple Products
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WHY:
Threat Modeling enables analysts to focus on threats that 

are most concerning to their organization

Organizations have limited budgets 
to protect their systems and data. We 
threat model to help prioritize 
defensive investments where they 
are needed most. 
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HOW: Answer the 4 Questions!
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A Brief Overview 
of ATT&CK
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ATT&CK is a globally-

accessible knowledge base of 

adversary tactics and techniques, 

developed by MITRE based on 

real-world observations of 

adversaries’ operations.

ATT&CK is used by the 

cybersecurity community as a 

common language to describe 

adversary behavior.

attack.mitre.org
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TACTIC: Why adversary 

is performing activity
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TECHNIQUE: How the 

adversary will achieve 

their goal
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A Brief Overview 
of Threat Modeling
With ATT&CK
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Mission Objectives

Cyber Assets

Aligning 

them
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Identify, Overlay, Score, 
and Prioritize Threat TTPs

Evidence 

Theory
Evidence
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Threat Defense Risk
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System 

Improvements
Secondary 

Review
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Today’  Work ho  = Threat Model    th    e   e

The Ankle Monitor Predictor of Stroke (AMPS),

device gives the wearer and their healthcare

providers indications and warnings of a oncoming

stroke. For more details, see HERE

https://www.mitre.org/news-insights/publication/playbook-threat-modeling-medical-devices
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Mission Objectives

Cyber Assets

Aligning 

them
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Question 1: What Are We Working On?
Mission/system Decomposition and DFDs

Assemble Your 

Team
Mission Decomposition System Decomposition

Identify Critical Cyber 

Assets

Break into Groups Review Materials and Identify 

Critical Missions of AMPS

Review Materials and Identify 

Subsystems of AMPS

(Draw using DFD3)

1 2 3 4

Review Materials and Identify 

Critical Subsystems of AMPS
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Question 1: What Are We Working On?
Mission/system Decomposition and DFDs

Assemble Your 

Team
Mission Decomposition System Decomposition

Identify Critical Cyber 

Assets

Break into Groups Review Materials and Identify 

Critical Missions of AMPS

Review Materials and Identify 

Subsystems of AMPS

(Draw using DFD3)

1 2 3 4

Review Materials and Identify 

Critical Subsystems of AMPS

Group member roles:

• Scribe (need pen/paper or dry-erase board)

• Researchers (need access to internet or can use printouts)

(5 Minutes)
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Question 1: What Are We Working On?
Mission/system Decomposition and DFDs

Assemble Your 

Team
Mission Decomposition System Decomposition

Identify Critical Cyber 

Assets

Break into 

Groups

Review Materials and 

Identify Critical Missions of 

AMPS

Review Materials and Identify 

Subsystems of AMPS

(Draw using DFD3)

1 2 3 4

Review Materials and Identify 

Critical Subsystems of AMPS

Class Exercise:

• What are some critical missions of this classroom?

• What does it need to be able to do?

(5 Minutes)
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Question 1: What Are We Working On?
Mission/system Decomposition and DFDs

Assemble Your 

Team
Mission Decomposition System Decomposition

Identify Critical Cyber 

Assets

Break into 

Groups

Review Materials and 

Identify Critical Missions of 

AMPS

Review Materials and Identify 

Subsystems of AMPS

(Draw using DFD3)

1 2 3 4

Review Materials and Identify 

Critical Subsystems of AMPS

Group member roles:

• All – Discuss ideas as a team

• Scribe (need pen/paper or dry-erase board)

• Capture team ideas and list the critical missions of this device 

• Researchers (need access to internet or can use print-outs)
• Read through materials in reference document under Mission Decomposition and discuss possible critical 

missions of AMPS. Focus on below 3 sections:

• The Ankle Monitor Predictor of Stroke System

• AMPS Core Use Case

• AMPS Core Technology
• Pick someone to explain your ideas once complete

(20 Minutes)

Group Exercise
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Question 1: What Are We Working On?
Mission/system Decomposition and DFDs

Assemble Your 

Team
Mission Decomposition System Decomposition

Identify Critical Cyber 

Assets

Break into 

Groups

Review Materials and 

Identify Critical Missions of 

AMPS

Review Materials and Identify 

Subsystems of AMPS

(Draw using DFD3)

1 2 3 4

Review Materials and Identify 

Critical Subsystems of AMPS

What are some critical missions we all identified?

(5 Minutes)
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Question 1: What Are We Working On?
Mission/system Decomposition and DFDs

Assemble Your 

Team
Mission Decomposition System Decomposition

Identify Critical Cyber 

Assets

Break into 

Groups

Review Materials and 

Identify Critical Missions of 

AMPS

Review Materials and Identify 

Subsystems of AMPS

(Draw using DFD3)

1 2 3 4

Review Materials and Identify 

Critical Subsystems of AMPS

(5 Minutes)

Class Exercise:

• What are some subsystems within this classroom?

• What things make up the classroom?
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Question 1: What Are We Working On?
Mission/system Decomposition and DFDs

Assemble Your 

Team
Mission Decomposition System Decomposition

Identify Critical Cyber 

Assets

Break into 

Groups

Review Materials and 

Identify Critical Missions of 

AMPS

Review Materials and Identify 

Subsystems of AMPS

(Draw using DFD3)

1 2 3 4

Review Materials and Identify 

Critical Subsystems of AMPS

Group member roles:

• All – Discuss ideas as a team

• Scribe (need pen/paper or dry-erase board)

• Capture team ideas using DFD3 on page 5&6 - draw the AMPS subsystems

• Researchers (use print-outs)
• Read through the reference materials under System Decomposition and discuss possible subsystems 

of AMPS. Focus on below 3 sections:

• AMPS device

• Patient App

• AMPS Cloud Service
• Pick someone to explain your diagram once complete

(20 Minutes)

Group Exercise
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Question 1: What Are We Working On?
Mission/system Decomposition and DFDs

Assemble Your 

Team
Mission Decomposition System Decomposition

Identify Critical Cyber 

Assets

Break into 

Groups

Review Materials and 

Identify Critical Missions of 

AMPS

Review Materials and Identify 

Subsystems of AMPS

(Draw using DFD3)

1 2 3 4

Review Materials and Identify 

Critical Subsystems of AMPS

(10 Minutes)

What are some subsystems we all identified?
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Question 1: What Are We Working On?
Mission/system Decomposition and DFDs

Assemble Your 

Team
Mission Decomposition System Decomposition

Identify Critical Cyber 

Assets

Break into 

Groups

Review Materials and 

Identify Critical Missions of 

AMPS

Review Materials and Identify 

Subsystems of AMPS

(Draw using DFD3)

1 2 3 4

Review Materials and Identify 

Critical Subsystems of AMPS

Class Exercise:

• What subsystems enable the classroom to achieve its 

missions?

• What things that make up the classroom, also enable 

it to do what it needs to do?

(10 Minutes)
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Question 1: What Are We Working On?
Mission/system Decomposition and DFDs

Assemble Your 

Team
Mission Decomposition System Decomposition

Identify Critical Cyber 

Assets

Break into 

Groups

Review Materials and 

Identify Critical Missions of 

AMPS

Review Materials and Identify 

Subsystems of AMPS

(Draw using DFD3)

1 2 3 4

Review Materials and Identify 

Critical Subsystems of AMPS

Group member roles:

• All – Discuss ideas as a team

• Scribe (need pen/paper or dry-erase board)

• Capture team ideas by notating which subsystems enable critical missions

• Researchers (use print-outs)

•  evie  t e tea ’s previo s  ission and s ste  de o position prod  ts and discuss which of 

the AMPS subsystems are most critical (support the most missions). 

• Pick someone to explain your choices once complete

Group Exercise

(30 Minutes)
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Identify, Overlay, Score, and 

Prioritize Threat TTPs

Evidence 
Evidence

Theory
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At the end of Question 1 we have critical 
subsystems/components identified 

Assemble Your Team Mission Decomposition System Decomposition Identify Critical Cyber Assets

Break into Groups Review Materials and Identify 
Critical Missions of AMPS

Review Materials and Identify 
Subsystems of AMPS
(Draw using DFD3)

1 2 3 4

Review Materials and Identify 
Critical Subsystems of AMPS

In Questions 2, we need to identify what could go wrong with 
these critical subsystems/components
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• An attack tree is a threat modeling technique that maps vectors an 

adversary can use to exploit a target. 

• The arrow-shaped OR nodes within the tree represent 

goals that can be achieved by any of the goals below 

them (here, Intermediate Goal 1 OR 2 OR 3). 

• The flat bottom AND nodes, similarly, are fulfilled by the 

goals listed beneath them. All these goals (here, 

Subgoal 3a AND Subgoal 3b) must be fulfilled to 

progress. 

• The square subgoals represent the actions that must 

be taken to achieve their final goal.

Question 2: What could go wrong?
A good way to theorize threats to a system is to use a 
methodology called Attack Trees

(5 Minutes)
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• An attack tree is a threat modeling technique that maps vectors an 

adversary can use to exploit a target. 

The example on the right is a simple 

attack tree illustrating how a burglar 

might break into a house.

Question 2: What could go wrong?
A good way to theorize threats to a system is to use a 
methodology called Attack Trees
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• An attack tree is a threat modeling technique that maps vectors an 

adversary can use to exploit a target. 

Class Exercise:

•   st dent  as a   i  toda  t at t e  didn’t st d   or.   e  

want to delay the quiz so they have more time to study. Using 

an Attack Tree, describe how a bad student would stop 

this classroom from functioning (without getting 

arrested).

(5 Minutes)Question 2: What could go wrong?
A good way to theorize threats to a system is to use a 
methodology called Attack Trees
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Using your same teams as before, construct an attack tree against AMPS. 

 ss  e an atta  er’s goal is to access a particular users health data 

recorded by AMPS. How might they do this?

(30min)Question 2: What could go wrong?
A good way to theorize threats to a system is to use a 
methodology called Attack Trees

Group member roles:

• All – Discuss ideas as a team

• Scribe (need pen/paper or dry-erase board)

• Capture team ideas by drawing an Attack Tree

• Threat Analysts (use print-outs)
• Review threat research done against similar systems to the AMPS 

• Starting with the goal above, work backwards identifying which subsystems and components might need 

to  e a  esses to  a i itate t e atta  er’s  oa .  on’t  orr  a o t identi  in  t e  eans/too s an atta  er 

uses, just focus on the lateral movement across the system and possible initial access vectors.

• Pick someone to explain your choices once complete

Group Exercise



© 2024 MITRE Engenuity, LLC. Approved for Public Release. Document number CT0126

Using your same teams as before, construct an attack tree against AMPS. 

 ss  e an atta  er’s goal is to access a particular users health data 

recorded by AMPS. How might they do this?

(10 min)Question 2: What could go wrong?
A good way to theorize threats to a system is to use a 
methodology called Attack Trees

What are some common attack vectors we all identified?
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(10 min)
Question 2: What could go wrong?

Now that we have a theory-based attack tree, lets look up some 
evidence-based threats using Cyber Threat Intelligence (CTI) 

ATT&CK CTI Research Demo

Follow along here: 

https://attack.mitre.org/

https://mitre-attack.github.io/attack-navigator/
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(30 min)
Question 2: What could go wrong?

Now that we have a theory-based attack tree, lets look up some 
evidence-based threats using Cyber Threat Intelligence (CTI) 

Group member roles:

• All – Discuss ideas as a team

• Scribe (need pen/paper or dry-erase board)

• Capture team ideas by adding any new evidence-based threat vectors to the tree or notating which existing threat 

vectors have been confirmed in CTI reports (exist in ATT&CK)

• Threat Analysts (Open ATT&CK Navigator on your laptops)

• Open an ATT&CK Enterprise layer

• Down select tactics/techniques based on those used against a particular AMPS platform (maybe Azure?)

• Compare these tactics/techniques to your attack tree

• Pick someone to explain your choices once complete

Group Exercise

https://mitre-attack.github.io/attack-navigator/
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(10 min)
Question 2: What could go wrong?

Now that we have a theory-based attack tree, lets look up some 
evidence-based threats using Cyber Threat Intelligence (CTI) 

What are some common attack vectors we all identified?
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Example of a completed attack tree

Question 2: What could go wrong?



© 2024 MITRE Engenuity, LLC. Approved for Public Release. Document number CT0126

Translating Attack Tree Nodes into ATT&CK TTPs

• This step is essentially the manual translation of your attack 

tree vectors into ATT&CK TTPs

• We do this so that we correlate necessary defensive 

measures to each. ATT&CK provides detection and 

mitigation recommendations for each adversarial TTP.

Example

• We determined one approach an attacker could use to 

a  ess  ser data via t e       as    a  essin  t e  ser’s 

web portal. 
• We determined that one potential vector for gaining access 

to t e  ser’s porta   as    stea in  t eir  o -in credentials. 

• We understood this could be done through a web browser 

  t don’t  no        ore.

• Go to  TT& K web a e a d  ear h “Brow er”    the 
search bar – “Brow er Se   o  H ja k   ”  ome  u  a  

the appropriate TTP

Question 2: What could go wrong? (10 min)
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10min Bathroom/Stretch Break
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Threat Defense Risk
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(10 min)
Question 3: What are we going to do about it?

Now that we have our threat TTPs identified, we can start to look 
for defensive measures we can take to detect or mitigate them.

ATT&CK Detections/Mitigations Demo

Follow along here: 

https://attack.mitre.org/
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System 

Improvements

Secondary 

Review
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(5 min)
Question 4: Did we do a good job?

 t th    ha e of the  ame, you’ e a  l ed  ome of the e 
defensive measures and now you want to ensure these models 
stay up to date. 

The best way to ensure your assessments stay up to date is to periodically review your system for new 

threats. 

 l o  tay u  to date o   ew dete t o   a d m t  at o   a a   t the threat  you’ e  de t f ed by 

periodically reviewing each TTP online.

For security teams with the appropriate amount of funding, a great next step might be to validate that 

your  y tem  are  erform    the defe    e mea ure  you’ e re omme ded. Th    a  be do e   a Red 

Team testing particular TTPs. A great tool for this is CALDERA.
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Final Products from Threat Modeling with ATT&CK

Data Flow Diagrams with 

Mission Critical Components 

Identified

Identified and Prioritized Threat 

Vectors Targeting These 

Critical Components

Mitigation and Detection 

Recommendations for 

Defenders
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That’  a wra  folk ! You made  t!!

Thanks for attending!

 e’   sti   aro nd  or an    estions  o   a   ave

https://ctid.io/our-work 
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